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A. Overview 
 

 

DeKalb County Government and the Health Plan maintain strict requirements on the security, 
access, disclosure, and use of Protected Health Information (PHI).  Access, disclosure, and use of 
PHI will be based on the role of the individual staff member in the organization, and should be 
only to the extent that the person needs access to PHI to complete necessary job functions. 

 
When PHI is accessed, disclosed and used, the individuals involved will make every effort to 
only access, disclose and use PHI to the extent that only the minimum necessary information is 
used to accomplish the intended purpose. 

 
 
 
 

B. Role Based Access 
 
 

Access to PHI  will  be limited  to those  employees identified  who  work  with  the Plan.    The 
following describes the specific categories or types of PHI to which such persons need access 
and the conditions, as appropriate, that would apply to such access. 

 
 
 

JOB TITLE Description of PHI to be Accessed Conditions of Access to PHI
County Administrator 
(Bockman) 

All major claims, claims involving 
subrogation,   potential    liability 
claims/issues; all       insurance 
company   reports,   billings,   and 
forms;   any   health benefit plan 
information as needed for budgeting 
purposes. 

As needed per claim; as needed for
budgetary processes; as needed to
assist the Privacy Officer in
carrying out her duties. 

Deputy County 
Administrator 
(Hanson) 

All   insurance   company  reports, 
billings, and  forms; large  claims    
reviews; pharmacy program reports, 
billings,  and  forms;  Section  125 
reports, billings, and forms; EAP 
usage reports, billings, and forms; 
reimbursement    checks     from
reinsurance   company,   or    from 
providers   due   to   overpayment 
billing errors affecting the Plan; 
other PHI as needed for operations 
and administration of health benefit 
plans. 

As    needed    for    the    day-to-
day administration      and 
operations concerning the Health
Benefits Plan and related programs;
as needed for budgetary processes; 
as  needed to assist   employees;   as 
needed   to maintain  accounting
records;  as needed to assist the
Privacy Officer in carrying out her
duties. 

 
 
 



Payroll Specialist 
(Aichele) 

All insurance company reports, 
billings, and forms; large claims 
reviews; pharmacy program reports, 
billings, and forms; Section 125 
reports, billings, and forms; EAP 
usage reports, billings, and forms; 
reimbursement checks from 
reinsurance company, or from 
providers due to overpayment; 
billing errors affecting the Plan; 
other PH as needed for operations 
and administration of health benefit 
plans. 
 

As needed for the day-to-day 
administration and operations 
concerning the Health Benefits Plan 
and related programs; as needed for 
budgetary processes; as needed to 
assist employees; as needed to 
maintain accounting records. 

Benefits Coordinator 
(Beazley) 

All insurance company reports, 
billings, and forms; large claims 
reviews; pharmacy program reports, 
billings, and forms; Section 125 
reports, billings, and forms; EAP 
usage reports, billings, and forms; 
reimbursement checks from 
reinsurance company, or from 
providers due to overpayment; 
billing errors affecting the Plan; 
other PH as needed for operations 
and administration of health benefit 
plans. 
 

As needed for the day-to-day 
administration and operations 
concerning the Health Benefits Plan 
and related programs; as needed for 
budgetary processes; as needed to 
assist employees; as needed to 
maintain accounting records. 

Administration Assistant 
(Woodin) 

Incidental PHI As needed to assist in office 
procedures. 

Accounting Supervisor 
(Kahl) 

Section 125 billings and reports; 
insurance company billings and 
reports; reimbursement checks from 
reinsurance company; or from 
providers due to overpayment; 
billing errors affecting health 
benefit plans; payroll reports and 
accountings of Health Insurance, 
Section 125, and any other health 
related benefit payroll deductions. 
 

As needed to maintain accounting 
records. 

A/P Specialist 
(Snyder) 

Billings related to the Health Plan, 
Section 125 Plan, EAP, and any 
other health related benefits. 
 

As needed to maintain accounting 
records. 
 

Finance Office Secretary 
(Sanderson) 

Incidental PHI As needed to assist in office 
procedures. 

Highway Dept. Employees: 
Support Services Mgr, 
Administrative Clerk, 
County Engineer  
(Davey, Ellis, Lorence) 
 

PHI necessary to enroll employees 
in health related benefits programs 
and maintain accounting records. 

As needed to enroll employees in 
health related benefit programs and 
maintain accounting records. 
 



Health Dept. Personnel 
Office Employees: Office 
Support Mgr, Acctg Clerk 
A, Fiscal Coordinator, 
Administrator 
(Hills, Killham,  
Courtney, Grush) 

PHI necessary to enroll employees 
in health related benefits programs 
and maintain accounting records. 

As needed to enroll employees in 
health related benefit programs and 
maintain accounting records 

Nursing Home Business 
Office Staff 
(Stanton, Akers, Jensen, 
Anderson) 

PHI necessary to enroll employees 
in health related benefits programs 
and maintain accounting records. 

As needed to enroll employees in 
health related benefit programs and 
maintain accounting records 

State’s Attorney’s Office 
Attorneys 
(Primarily Matekaitis, 
Gorey) 

Information regarding claims 
involving subrogation, or potential 
liability claims/issues. 

As needed to provide legal advice to 
resolve issues and to assist the 
Privacy Officer in carrying out her 
responsibilities.  

 
Access to PHI is limited to the above-identified persons only, and to the identified PHI only, 
based on the Plan's reasonable determination of the persons or classes of persons who require 
PHI, and the nature of the health information they require, consistent with their job 
responsibilities.  
 

 
 

C. Disclosures To, and Authorizations From, the Covered Person 
 
While the general expectation is disclosure of PHI will be limited to the minimum necessary 
information required to perform the job function, the following exceptions may be made: 

 
1.  You are not required to limit disclosure to the minimum amount of information when 

disclosure is a part of a necessary administrative task of your job function. 
 

2.  You are not required to limit disclosure to the minimum amount of information when 
releasing information directly to the covered individual. 

 
3.  You are not required to limit disclosure to the minimum amount of  information when 

information is being released to a third party which has been authorized by the 
covered individual. 

 
 
 
 

D. Incidental Disclosures 
 

The Plan understands that there will be times when there are incidental disclosures of PHI. The 
fundamental principle is that all staff need to be sensitive about the importance of maintaining 
the confidence and security of all material we create or use that contains PHI.  Coworkers and 
other staff members should not have access to information that is not necessary for the staff 
member to complete his or her job. 



All personnel must be sensitive to avoiding incidental disclosures. Be cognizant of who is within 
earshot when you make verbal statements about a person's PHI, and follow these common sense 
procedures for avoiding accidental or inadvertent disclosures: 

1. Verbal Security

Do not discuss PHI in hallways, waiting areas, or other common areas.  Discuss PHI in
an office with the door closed.  Be sensitive to your level of voice and to the fact that
others may be in the area when you are speaking. When a staff member is having a face- 
to-face or telephone conversation that involves a covered person's PHI, he/she will close
the door and not allow others into the office at that time, unless the other person is one
identified above.

2. Physical Security

Documents containing PHI should be stored in safe and secure areas.   When paper
documents are obtained by a staff member, they should not be left in open bins or on 
desktops or other surfaces.  Only those with a need to have the information for the 
completion of their job duties should have access to any paper records. 

3. Computers

Computer access terminals should be kept secure. Access to any computer device should
be by password only. Staff members should be sensitive to who may be in viewing range
of the monitor screen and take simple steps to shield viewing of the screen by
unauthorized persons.

4. Facsimiles:

When a facsimile that may contain PHI is needed/expected, a request should be made to
the sending party to call prior to sending the information. The receiving party will then
wait by the machine to retrieve the document immediately upon its arrival. This will
limit the liability of an individual accidentally seeing a fax that contains PHI.
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